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Configurations, Troubleshooting, and Advanced Secure
Browser Installation for Windows

This document camins configurationstroubleshooting and advanced Secure Browser installation
instructionsfor your network and Windows workstations.

How to Configurdetworkdor Online Testing

This section contains adibnal configurations for your network.

WhichResourceso Whitelistor Online Testing

ThissectionLINB A Sy G a AYyF2NXYIFGA2Y Fo2dzi GKS !'w[a GKIF G
open for these URLH.your testing network includes devicdsat perform traffic shaping, packet
prioritization, or Quality of Servicensurethese URLbBave high priority.

WhichURLSs for Noftesting Siteto Whitelist

Tablel lists URLSs for notesting sites, such as Test Information Distributitngine and Online

Reporting System

Table 1. AIR URLs for Non-Testing Sites

System URL

Portal and Secure Browser installation files ne.portal.airast.org

Single Sign-On System sso2.airast.org/auth/realms/nebraska/account
Test Information Distribution Engine ne.tide.airast.org

Online Reporting System ne.reports.airast.org

WhichURLSs for TA and Student Testing Sdé&hitelist

Testing servers and satellites may be addethodified during the school year to ensure an optimal
testing experience. As a result, AIR strongly encourages you to whitelist at the root level. This requires
using a wildcard.

Table 2. AIR URLSs for Testing Sites

System URL
TA and Student Testing Sites * airast.org
Assessment Viewing Application * tds.airast.org

*.cloudl.tds.airast.org
*.cloud2.tds.airast.org

© American Institutes for Research 3
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WhichURLSs for Online Dictionary and ThesatorWghitelist

Some online assessments contain an embedded dictionary and thesaurus provided by Merriam
Webster. The MerrianWebster URLSs listed rable3 shouldbe whitelisted to ensure that students can
use them during testing.

Table 3. AIR URLs for Online Dictionaries and Thesauruses

Domain Name IP Address
media.merriam-webster.com 64.124.231.250
www.dictionaryapi.com 64.124.231.250

WhichPorts and Protocolre Required for Online Testing

Table4 lists the ports and protocols used by the Test Delivery System. Ensure that all content filters,
firewalls, and proxy servers are open accordingly.

Table 4. Ports and Protocols for Test Delivery System

Port/Protocol Purpose
80/TCP HTTP (initial connection only)
443/TCP HTTPS (secure connection)

How to Configur€iltering Systems

LT (KS a0K22tQa FTAfGSNRAYI &84 ORLs fritha tesiird itks (Jee/ i $

Table2d0 Ydzad 060S 6KAGStAAGSR Ay 020K FAE{UGSNE® tf S|
instructions. Also, & sure to whitelist these URLs in any multilayer filtering system (such as local and
global layers).

How to Configur®r Domain Name Resolution

TablelandTable2f A &0 GKS R2YIlI Ay VY I Y Sesting @plicatiohswERsure thé& & G A
testing machines have access to a server that carlvegbose names.

U
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How to Configur®r Certificatd&kevocations

lLwQa aSNWSNBR LINBaSyid OSNIATAOI éadhémethads uséd3o Of A S

check those certificates for revocation.

How to Use th@nline Certificate Stat&sotocol

To use the Online Certificate Status Protocol (OCSP), ensure your firewalls allow the domain hames
listed inTable5. The values in the Patteed column are preferred because they are more robust.

Table 5. Domain Names for OCSP

Patterned Fully Qualified
*.thawte.com oscp.thawte.com

* geotrust.com oscp.geotrust.com

* ws.symantec.com 0Scp.ws.symantec.com

If your firewall isconfigured to check only IP addresses, do the following:

1. Get the current list of OCSP IP addresses from Symantec. The list is available at
https://www.symantec.com/content/en/us/enterprise/other_resources/OCSP_Upgrade
New IP_Addresses.txt

7 A

2.l RR (K NEGINASOSR Lt | RRNBaasSa (2 e2dzNJ FA

How to Configurdetwork Settings for Online Testing

Local Area Network (LAN) settings on testing machines should be set to automatically detect network
settings.

1. OpenControl Panel

2. Openinternet Options

3. OpenConnectiongab.

4. OpenLAN Settings

5. Mark the Automatically detect settingsheckbox.

6. ClickOKto close thel.ocal Area Network (LAN) Settinggndow.

7. ClickOKto close thelinternet Propertieswindow.

-4
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8. ClickXto close theControl Panel

How to Configurthe Secure Browser for Proxy Servers

&€ RSTldzZ 6§ GKS {SOdzNE . NRgaSNIIGdaSyLia G2 RS
However, users of web proxies should execute a proxy command once from the command prompt. Th
command does not neetb be added to the Secure Browser shortchable6 lists the form of the

command for different settings and operating systems. To execute these codsnfiamm the command
tAySs OKFy3s (2 (GKS RANBOG2NE O2yialAyAy3d GKS

**“*] | Note: Domain names in commands The commands in Table 6 use the domains foo.com and
proxy.com. When configuring for a proxy server, use your actual testing domain names as
listed in the section Which Resources to Whitelist for Online Testing.

Table 6. Specifying proxy settings using the command line

Description System Command

Use the browser Windows AlIRSecureTest .exe -proxy 0

without any proxy nept.tds.airast.org/testadmin

Set the proxy for Windows AIRSecureTest .exe - proxy

HTTP requests only 1:http:foo.com:80
nept.tds.airast.org/testadmin

Set the proxy for all Windows AIRSecureTest .exe - proxy 1:*:foo.com:80

protocols to mimic the nept.tds.airast.org/testadmin

“Use this p

foral | protoc

Firefox

Specify the URL of Windows AlIRSecureTest .exe - proxy 2:proxy.com

the PAC file nept.tds.airast.org/testadmin

Auto-detect proxy Windows AIRSecureTest .exe -proxy 4

settings nept.tds.airast.org/testadmin

Use the system proxy Windows AIRSecureTest .exe -proxy 5

setting (default) nept.tds.airast.org/testadmin
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How to Instathe Secure Browser for Windaygsng Advanced Methods

This document contains additional installation instructions for installing the Secure Browser for
Windows under a variety ofegployment scenariofOnescenariodescribesinstalling the Secure Browser
on a shared network drive, from which students would then run the Browser. However, there are
significant drawbacks in this method. Running the Secure Browser from a shared netiverérdates
O2yiGSyitAz2y Y2y3d GKS &dddzRSyiaQ Ot ASyid YIOKAYyS3
I/0. This performance impact can be avoided by installing the Secure Browser locally on each maching.
AIR strongly discourages the use of netwakared drive installation for the Secure Browser, as this
setup can compromise the stability and performance of the browser, especially during peak testing
times.

How to Instathe Secure Browseafiathe Cormand Line

In this scenario, a user with admitregor rights installs the Secure Browser from the command line. If
you do not have administrator rights, refer to the sectidow to Instalkhe Secure Browser itiout
Administrator Rights

If you are not signed on to the computer as an administrator, obtain the administrator password.

If you installed a previous version of the Secure Browser by copying its directory frororapeter to
another, manually uninstall the Secure Browser by deleting the installation folder and the desktop
shortcut. (If you installed the Secure Browser using the Windows installation program, the installation
package automatically removes it.)

1. Navigde to the Download Secure Browsegzage of theELPA2portal atne.portal.airast.orgClick
the Windowstab, then clickbownload Browser A dialog window opens.

2. Save the file on the computer (this step may vary depending on the browser you are using):

a. If presented with a choice tBunor Savethe file, clickSave and save the file to a
convenient location.

b. If presented only with the option t&ave save the file to a convenient location.

3. Note the full path and filename of the downloaded file, such as
c: \ temp\ AIRSecureTest - Win.msi .

4. Open acommand prompt as the administrator by doing the following:

a. ClickStart, and locate the Command Prompt application. (In some versions of Window
application is undeAll Programs > Accessories > Command Pranpt

b. RightclickCommand Promptand selecRun as Administrator

© American Institutes for Research 7
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c. As necessary, type the administrator password for the computer. The command pron
opens.

(You need to do steg only once for the current logifl.he next time you open the command
prompt, Windows retains the administrator role.)

5. Run the commandsiexec /| <Source> [/quiet] [INSTALLDIR=<Target>]
<Source> Path to the installation file, such &\ temp\ AIRSecureTest - Win.msi .
<Target> Path to the location where you want to install the Secure Browser. If absent, insta
the directory described in step The installation program creates the directory if it
does not exist.
/l Perform an install.
[/quiet] Quiet mode, no interaction.

For example, the command

msiexec /l ¢  \temp\ AIRSecureTest - Win.msi /quiet
INSTALLDIR=C) AssessmentTesting \ BrowserinstallDirectory

installs the Secure Browser from the installation packade:atemp\ AIRSecureTest - Win.msi
into the directoryC:\ AssessmentTesting \ BrowserinstallDirectory using quiet mode.

6. Follow the instructions in the setup wizard. When prompted for setup type, Icigtkill.

7. ClickFinishto exit the setup wizard. The following items are installed:

a. The Secure Browser to the default locatian €rogram Files (x86)  \ AIRSecureTest \
(64-bit) or C:\ Program Files \ AIRSecureTest \ (32-bit).

b. A shortcutAIRSecureTest to the desktop.

8. Ensure all background jobs, such as virus scans or software updates, are scheduled outside
windows. For example, if your testing takes place between 8:00 a.m. and 3:00 p.m., schedule
background jobs outside of these hours.

9. Run the browser by doublelicking theAlRSecureTest shortcut on the desktop. The Secure
Browser opens displaying the student login screen. The browser fills the entire screen and hi
task bar.

10. To exit the browser, clicRLOSE SECURE BROWSHR upperright corner of the screen.

© American Institutes for Research 8
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How to Copthe Secure BrowslInstallation Directory festingComputers

In this scenario, a network administrator installs the Secure Browser on one machine, and copies the
entire installation directory to testing computers.

1. On the computer from where you will copy the installatidredtory, install the Secure Browser
following the directions on your portal. Note the path of the installation directory, such as
C:\ Program Files (x86) \AlRSecureTest .

2. ldentify the directory on the local testing computers to which you will copy the browser file (it
should be the same directory on all computers). For example, you may want to copy the dires
c: \ AssesssmentTesting \ . Ensure you select a directory in it the students can run
executables.

3. On each local testing computer, do the following:

a. Ensure all background jobs, such as virus scans or software updates, are scheduled outs
test windows. For example, if your testing takes place between &1@0and 3:00 p.m.,
schedule background jobs outside of these hours.

b. Copy the installation directory used in stgfrom the remote machine to the directory you
seleckd in step2. For example, if the target directoryds\ AssesssmentTesting \, you are
creating a new foldec: \ AssesssmentTesting \ AIRSecureTest .

c. Copy the shortcut: \ AssesssmentTesting \ AIRSecureTest \ AIRSecureTest .exe -
Shortcut.Ink  to the desktop.

d. Run thebrowser by doubleclicking theAlRSecureTeshortcut on the desktop. The Secure
Browser opens displaying the student login screen. The browser fills the entire screen an
the task bar.

e. To exit the browser, clicRLOSE SECURE BROWSER upperright corner of the screen.

Howto Instalthe Secure Browsé@sr Use wittan NComputingierminal

In this scenario, a network administrator installs the Secure Browser on a Windows server accessed
through an NComputing terminal. Prior to testing day, the testing coordinator connecsslesio the
NComputing terminal, logs in from each to the Windows server, and starts the Secure Browser so that
is ready for the students.

This procedure assumes that you already have a working NComputing topology with consoles able to
reach the Window server.

1. Log into the machine running the Windows server.

2. Install the Secure Browser following the directions on your portal.

© American Institutes for Research 9
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3. Open Notepad and type the following command (no line breaks):

"C:\ Program Files (x86) \ AIRSecureTest \ AIRSecureTest .exe" - CreateProfile
%SESSIONNAME%

If you used a different installation path on the Windows server, use that ialtlose command.
4. Save the file to the desktop &zgon.bat.

5. Create a group policy object that runs the file logon.bat each time a user logs in. For details,
How to Createé5roup Policy Bjects

6. On each NComputing console, create a dRSecureTeslesktop shortcut by doing the following
(this step is necessary because thdéaddt shortcut created by the installation program has an
incorrect target):

a. Connect to the NComputing terminal.
b. Log in to the Windows server with administrator privileges.
c. 58St S0GS (GKS {SOdzNB . NRPgaSNRa akKz2NIOdzi | LJ

d. Navigatetothe SedS . NB ga SNIDa Ay a i ICf\ Progian Eilgs (@86) NB O
AlRSecureTest\ .

e. Rightclick the fileAIRSecureTestxe and seleckend To Pesktop (create shortcut)

f.  On the desktop, rightlick the new shortcut and seleBtroperties The Shortcut Properties
dialog box appears.

g. Under theShortcuttab, in theTargetfield, type the following command:

"C: \ Program Files(X86) \ AlIRSecureTest \ AIRSecureTest .exe" -P
%SESSIONNAME%

If you used a different installation path on the Windows server, use that in the above
command.

h. ClickOKto close the Properties dialog box.

7. Verify the installation by doubielicking the shortcut to start the Secure Browser.

© American Institutes for Research 10
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How to Instathe Secure Browser on a Terminal Sem&/indows Server

In this scenario, a network administrator installs ®ecure Browser on a serveeither a terminal

ASNIBSNI 2NJ I 2AyR264a aSNBSN® ¢Sadiy3a Yl OKAySa

Browser remotely. This scenario is supported on Windows Server 2012 R2 and 2016 R2.

CAUTION: Testing Quality with Servers Launching a Secure Browser from a terminal or
Windows server is typically not a secure test environment, because students can use their
local machines to search for answers. Therefore, AIR does not recommend this installation
scenario for testing.

1. Login to the server, and install the Secure Browser by following the directions on your portal
the path of the installation directory.

2. Copy and paste the line below into Notepad (no line breaks):

"C:\ Program Files (x86) \ AIRSecureTest \ AIRSecureTest " - CreateProfile
%SESSIONNAME%

If you used a different installation path, use that in the above command.
3. Save the fe to the desktop atogon.bat.

4. | NBFGS F INRPdzL) LRt AOe 262800 GKIFG NY¥zya (K
desktop. For details, seddow to Createsroup Policy Bjects

5. On each client, create a neMlRSecureTeslkesktop shortcut by doing the following (this step is
necessary because the default shortcut created byitis¢allation program has an incorrect targe

a. Connect from the client to the server.
b. hy GKS RSa{id2L)J LINPOARSR o0& (GKS aSNUSNEZ |

c. bF@gA3ardsS G2 GKS {SOdz2NB . NRP@\PoONIFiled (¥88)i I \f 1
AlIRSecureTest \ .

d. Rightclick the fileAIRSecureTestxeand selectSend To > Desktop (create shortcut)

e. On the desktop, rightlick the new shortcut and seleBroperties The Shortcut Properties
dialog box appears.

f. Under theShortcuttab, in theTargetfield, type the following command:

"C:\ Program Files(X86) \ AlIRSecureTest \ AIRSecureTest .exe" -P
%SESSIONNAMEY%

If you used a different installation path on the server, use that in the above command.

© American Institutes for Research 11
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g. ClickOKto close the Properties dialog box.

6. Verify the installation by doublelicking the shortcut to start the Secure Browser.

How to Instathe Secure Browserithbut Administrator Rights

In this scenario, you copy the Secure Browser from one machine where it is installed onto another
machine on which you do not have administrator rights.

1. Log on to a machine on which the Secure Browser is installed.

2. Copy the entire folder where the browser was installed (usu@ilyProgram Files (x86) \
AIRSecureTest ) to a removable drive or shared network location.

3. Copy the entire directory from the shared lowat or removable drive to any directory on the tar
computer.

4. In the folder where you copied the Secure Browser, riglitk AIRSecureTesixe and selectend T«
> Desktop (create shortcut)

5. Ensue all background jobs, such as virus scans or software updates, are scheduled outside ¢
windows. For example, if your testing takes place between 8:00 a.m. and 3:00 p.m., schedule
background jobs outside of these hours.

6. Doubleclick the desktop shaeut to run the Secure Browser.

About Sharing the Secure Browser over a Network

2 KAES GKS {SOdzZNBE . NRPgaSNI Oy 0SS AyaidltftSR 2y
O2YLJzi SNDa RSajd2L) Al | aK2 NIitdacamprorise thad diabilRyy” 3
and performance of the browser, especially during peak testing times.

How to Uninstalhe Secure Browser on Windows

The following sections describe how to uninstall the Secure Browser from Windows or from the
command lineOlder versions of the Secure Browser will be automatically uninstalled during the
installation of a new version.

How to Uninstall the Secure Browsarthe User Interface

The following instructions may vary depending on your version of Windows.

1. Navigae to Settings > System > Apps & featur@¥indows 10) oControl Panel > Add or Remove
Programsor Uninstall a Progran{previous versions of Windows).

© American Institutes for Research 12
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2. Select the Secure Browser progréttiRSecureTesind clickRemoveor Uninstall
3. Follow the instructions in the uninstall wizard.

How to Uninstall the Secure Browsarithe Command Line

1. Open a command prompt.

n

Run the command msiexéX <Source> /quiet

<Source> Path to the executable file, such @\ MS\ AIRSecureTest .exe .
/X Perform an uninstall.

[/quiet] Quiet mode, no interaction.

For example, the command

msiexec /X C:\ AssessmentTesting \ AIRSecureTest .exe /quiet

uninstalls the Secure Browser installedCat AssessmentTesting \ using quiet mode.

How to Instathe Secure Browser on Windows Mobile Devices

The procéure for installing the Secure Browser on Windows mobile devices is the same for installing it
on desktops. See your portal for details.

How to Creat&roup Policy Bects

Many of the procedures listed above refer to creating a group policy object. These are objects that
Windows executes upon certain events. The following procedure explains how to create a group policy,
object that runs a script when a user logs in. The &isplf is saved in a filegon.bat

For additional information about creating group policy objects, ls#jes://technet.microsoft.com/en
us/library/cc754740(v=ws.11).aspx

=

In the task bar (Windows 10), or 8tart > Run Figure 1. Local Group Policy Editor
(previous versions of Windows), enter 5 bt o o i 1 e
gpedit.msc . The Local Group Policy Editor
appears.

= Seripts (Logon/Logoff)
Logon Name
[ Logon

Display Properties = Logoft

Description:
Contains user logon scripts.

T T
>l Policy-based QoS
» m=1 Deployed Printers
v [] Administrative Templates

Extended A Standard

© American Institutes for Research 13
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Expand_ocalComputer Policy > User
Configuration > Windows Settings > Scripts
(Logon/Logoff)

SelectLogonand clickProperties TheLogon
Propertiesdialog box appears.

4. ClickAdd. TheAdd a Scriptlialog box appears

Click. N2 ¢ ZaldXavigate to the logon.bat
you want to run.

ClickOK You return to the_ogon Properties
dialog box.

ClickOK You return to the Local Group Polic
Editor.

Close the Local Group Policy Editor.

© American Institutes for Research 14
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Figure 2. Logon Properties
Logon Properties M

Seripts | PowerShell Scripts

=] Logon Scripts for Local Computer

Name Farameters

C\Windows\System 32\, Up

Down
Bemove
To view the script files stored in this Group Policy Object, press
the button below
Show Files..

Figure 3. Add a Script

Add a Script

Script Name:

C\Windows'\System 32\Group Policy Maching \Scripts' W

Script Parameters:
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Configurations, Troubleshooting, and Advanced Secure Browser Installation for Windows

How to Configur@/indowsNorkstations for Online Testing

This section contains additional configurations for Windows.

How to DisablBast User Switing

Fast User Switching is a feature in Windows 7, 8, 8.1, and 10 that allows for more than one user to be
logged in at thesame time. If Fast User Switching is not disabled and students try to access it during @&
test, the Secure Browser will pause the téitte following sections describe how to disable Fast User
Switching for different versions of Windows.

How to DisablEag User Switching in Windows 7

This section describes how to disable Fast User Switahiindows 7. The process is similar for later
versions of Windows.

Option A: Access the Group Policy Editor

The following procedure describes how to disable Fast Bggtiching using the Group Policy Editor. You
can also configure Fast User Switching through the registry. See @plielow for instructions.

1. ClickStart, typegpedit.msc in the search bo: Figure 4. Start Menu Search Box
The Local Group Policy Editor window appei | oo |
gpedit.ms x
e = O EE 2
2. Navigate to Local Computer Policy > Compu Figure 5. Local Group Policy Editor
Configuration > Administrative Templates > s i
System > Logon. ess@ AT

Select an item to view ts description

(%nmhﬂe\ec
3. DoubleclickHide entry pants for Fast User =
Switching

ok at computer startup and logon
n background

Extended { Standard

4. Selectenabled and clickOK Figure 6. Hide entry points for Fast User Switching
A Hide entry points for Fast User Switching o 2=

[E] Hide entry points fer Fast User Switching
or

Supported o a east Windows Vista

5. Close the Local Group Policy Editor window.

© American Institutes for Research 15
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Option B: Access the Registry
The following procedure describes how to disable Fast User Switching using the Windows registry.

1. ClickStart, typeregedit.exe in the Start Figure 7. Start Menu Search Box
Searchdialog box, and predsnter.

N
‘ regedit.exe x |

PSS o lw 7 I

2. Navigate to HKEY_LOCAL_MACHINE >
SOFTWARE > Microsoft > Windows >
CurrentVersion > Policies > System.

3. Rightclick theSystemfolder.

4. ClickNew, DWORD (38it) value.

5. TypeHideFastUserSwitchingnd pres<nter.

6. Doubleclick theHideFastUserSwitchingalue. Figure 9. Edit DWORD (32-bit) Value
7. IntheValue datafield, enter 1. Edit DWORD (32-bit) Value 5=
) Walue name:

8. ClickOK HideFast UserSwitching

Walue data: Base

(1| ) @ Hexadecimal

("1 Decimal
[ ok || Cancel

9. Close the Registry Editor.

How to DisablEast User Switching in Windd8vand 8.1

The following procedure describes how to disable Fast User Switching under Windows 8 and 8.1.

1. Inthe Search charm, tymggpedit.msc . Figure 10. Search Charm
Doubleclick the gpedit icon in the Apps pane
The Local Group Policy Editor wimdopens. Apps

gpenir.msd
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2. Navigate to Computer Configuration >
Administrative Templates > System > Logon

3. Inthe Setting pane, doublelickHide entry
points for Fast User Switching

4. SelectEnabledand then cliclOK

5. Inthe Search charm, typen. TheRundialog
box opens.

6. Enter the commangpupdat e /force into

the text box and then clickK (Note the space
before the forward slash.)

© American Institutes for Research 17

Figure 11. Local Group Policy Editor

Local Group Policy Editor ==
T
iver Installatio = todon
B Eady Eainch Al e ety oot s Fest s Setting
Enhanc " P
¢ || switching
File Classifcation

File Share Shado
Filesystem

| Folder Redirectic not process the legacy run fist
Group Policy | & not process the run once list
Intemet Comme, (| e
iSCs! This policy setting allows you to
KDC hide the Switch User interface in ; on i
b the Logon Ul the Startmenuand | . " p
the Task Manager. =
] Locale Services 9 ide entry points for Fast User Switching
Logon f you enable this policy setting, ’ o
1 NetLogon [t display the Getting Started welcome screen at I«

Performance Co
Power Managen _

Brrn

« i
15 setting(s)

|12 Assign a default domain for logon
“ |£) Turn off PIN logon and picture password logon
) Exclude credential providers

n these programs at user logon
i

»

Figure 12. Hide entry points for Fast User Switching

ES Hide entry points for Fast User Switching ==
P} Hide entry points for Fast User Switching ’—P'Mﬂ“isﬂw —‘NM P
Not Configured ~ Comment:
Disabled
Supported of: o least Windows Vista
Options: Help:
This policy setting allows you to hide the Switch User interface in the
Logon U, the Start ind the Task Ma f.
e
2
ou di igure this policy setting, the Switch User
terfac to the user in the three locations.
s ey
5 Run i
=== Typethe name of a program, folder, document, or Internet
—_ resource, and Windows will open it for you.
Open: gpupdate /force -

[ ok || cancel || Browse. |
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7. The command window opens. When you se
the message Computer Policy update has
completed successfully, this will be your
notification that Windows has successfully
disabled Fast User Switching.

© American Institutes for Research 18

Figure 14. Command Window

C:\Windows\system32\gpupdate.exe
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How to TroubleshodW¥indowsNorkstations

This section contains troubleshooting tips for Windows.

How to Rese&®ecure Browser &files on Windows

If the Help Desk advises you to reset the Se@roevser profile, use the instructions in this section.

1. Logon as an admin user or as the user who installed the Secure Browser, and close any op
Browsers.

2. Delete the contents of the following folders:
C:\ Users\ username\ AppData\ Local \ AIR\
C:\ Users\ username\ AppData\ Roaming\ AIR\

where username is the Windows user account where the Secure Browser is installed. (Keep
folders, just delete their contents.)

3. Start the Secure Browser.
How to BlocPevice Touch Input Using the Group PolicyrEdito
Some tablets and devices have Touch features that may need to be disabled before testing. The
following procedure describes how to disable the Touch feature on these devices using the Group P@li
Editor:
1. Typegpedit.msc in the Searchhox or Figure 15. Local Group Policy Editor
the Startmenu. Thd.ocal Group Palic T i
Editorwindow appears. e |

| Local Computer Policy

Select an item to view its Name

description. # Computer Configurati,
& User Configuration

gs
Administrative Templates

', Extended /. Standard

© American Institutes for Research 19
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2. Navigate tocComputer
Configuration Administrator
Template§ Windows Components.

3. Scroll down to th&ablet PGolder,
then selectinput Panel The following
screen displays.

4. Enable the following items in the
Settingcolumn:

a. Turn off AutoComplete integratiol
with Input Panel

b. Prevent Input Panel tab from
appearing

c. C2NJ G ofSi LISy
the Input Pael icon

d C2NJ (2 dzOK Ay LJdzi
Input Panel icon

e. Disable text prediction

© American Institutes for Research 20

Figure 16. Windows Components

File Action View Help
e 2@ =z Hm T

I Local Computer Policy - | P
+ % Computer Configuration
- Select an item to view its Setting
Saftware Settings L
= || description. ActiveX Installer Service

Windows Settings

4171 Administrative Templates 1 Agplication Compatibility |~

Contral Panel AutaPlay Policies
7 Network 1Backup
Printers Biometrics
System 1 BitLocker Drive Encryption
4 Windows Components Credential User Interface
ACTvEX Installer service 1 Desktop Gadgets
Application Compatibility | Desktop Window Manager
AutoPlay Policies | Digital Locker
1 Backup
- - Event Forwarding
7 Biometrics.
3 BitLocker Drive Encryption ! Event Log Service A
Fuant Viewer

Credential User Interface _ PR B

v |\ Extended / standard /

Figure 17. Input Panel

Local Group Palicy Editor (= o i

File Adion View Help

oo 5@ = Bml T

] Resmote Desktop Services = || setting State
1 ':r::“* 1) Tuem off tolerant and Z-shaped scratch-out gestures Mt configured
- password securty nngu Panel Nat configured
AutoComplete integration with Input Panel Nat configured
1 Shutdown Optians
Smart Card < (PRO) gestures

]

4 7] Tablet PC
Accesseries

Input Paned

4
Pan UX Behaviors

1 Tablet PC Pen Training

Windows Custamer Exper _ | =

19 setting(2)
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5. To enable an item in th8etting Figure 18. Turn off AutoComplete integration with Input
column, doubleclick on that item. The Panel
following screen will display that will » et
allow you to enable odisable your
selected item as required.

6. SelectEnabled and clickOK

7. Close thd.ocal Group Policy Editor
window.

How to InstalVindows Media Pack for Windows 8.1 N and KN

Some versions of Windows 8.1 are not shipped with media software installed. As a result, you may n
to install software to enable students to listen to and record audio as well as watch videos.

Microsoft provdes additional information as well as a download package for computers with the
following Windows 8.1 versions:

1 Windows 8.1 N

T Windows 8.1 N/K with Bing

1 Windows 8.1 Enterprise N

f Windows 8.1 Pro N

1 Windows 8.1 Pro N/K for EDU

AIR encourages downloading tlisftware and ensuring it works with sample websites and video and
audio files prior to installing the Windows Secure Browser. Installation instructions are provided on
aAONRaz2FiQa R2gyf2FR LI 3So
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Microsoft Resources:
1 About the Media Feature Pack for Windew.1 N and Windows 8.1 KN Editions: April 2014
(http://support.microsoft.com/kb/2929699/erus)

1 Download Media Feature Pack for N and KN Versions of Windows 8.1
(http://www.microsoft.com/en-us/download/details.aspx?id=425p3

How to ConfiguréoomText to Recognize the Secure Browser

When displaying a test with a prisize accommodation above #xagnification, the Secure Browser
automatically enters streamlined mode. If you want to retain the standard layout of a test but display
with a print magnification above 4x, then consider using ZoomTaxhagnification and screereading
software that yu can use with the Secure Browser. Use the following procedure to ensure ZoomTex{
recognizes the Secure Browser.

1. If ZoomText is running, close it.

2. In the Windows Explorer, go to the installation directory for your version of ZoomText. For ex
if youhave ZoomText version 10.1:

Go toC:\ Program Files (x86) \ ZoomText 10.1 \ (Windows 64bit)

Go toC:\ Program Files \ ZoomText 10.1 \ (Windows 32bit).
3. In atext editor, open the file ZoomTextConfig.xml.

4. Search for line containing the D2DPatch property, simbilahe following:

<Property name="D2DPatch" value ="*,~dwm,~firefox,~thunderbird"/>

5. LYy GKS @FftdzS iGNR06dzGiSET FRR GKS LINBFAE T2

<Property name="D2DPatch" value ="*,~dwm,~firefoXIRSecureTestthunderbird"/>

6. Save the file, and restart ZoomText.

SMOPUIA 100US3|N0JL 01 MOH
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How to Set th€ouch Keyboard on Microsoft Surface Pro Ttablgipear

Some Surface Pro users accessing the touch keyboasgairg the touch keyboard disappear when
they click outside a text box or when they type an answer into a text box and then click next. The
keyboard fails to reappear when users click back inside the next text box. To avoid these issues, usdrs
must set thetouch keyboard to automatically show up.

1. Go toSettings(keyboard shortcutWindows + Figure 19. Settings
1)
2| 2.2 =
o2 = 5
—
2. Go toDevices> Typing Figure 20. Typing
3. Scroll down and toggle okutomatically show | oscs [Fndaseing
the touch keyboard in windowed apps when | s e
there'sno keyboard attachetb your device Sl @ o
Bluetooth Capitalize the first letter of each sentence
Mouse & touchpad @0 o
Use all uppercase letters when | double-tap Shift
Typing @ o
Pen Add the standard keyboard layout as a touch keyboard option
@) off
AutoPlay
Automatically show the touch keyboard in windowed apps when
there’s no keyboard attached to your device
@ o

a Windows Central
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How to Disabl&waofinger Scrolling in HP Notebooks with Synaptics TouchP

The trackpad software on the HP stream notebooks can cause the Secure Browser to cldisplapd
Yy GSY@ANBYYSY(l y2i aSOdzZNB¢ SNNRBNXP ¢KAa OFy i3
features such as scrolling gesture with the trackpad. The Synaptics Touchpad driver is the driver thaj
allows full use of all features of the trackgh To avoid this error and the closing of the Secure Browser,
disable the TouchPad twinger scrolling Feature.

1. Clickthe Startmenu @) and then Figure 21. Mouse Properties

type mousein the search field.

| Buttons | Pointers | Pointer Options [ Wheel | Hardware | @) Device Settings |

2. SelectMousefrom the list of options. &, ceplis Pobling Dotion 1635 113
Devices:
3. Click theDevice Settingsab. Enabled | Name - [ Port_
Yes Synaptics TouchStyk V2.0 on PS/2 Port 0 PS/2
Synacs- TouchS o nFS/Z Port O
4. From theDevicedist, selectSynaptics LuxPad Symaptis LuxPad Buttons V7.5 on PS/2 Pott 3 P12

V7.5 and then cliclSettings...

Profiles | Enable | e [

-~ Tray Icon
" Remove tray icon from taskbar 420 PM
& Static tray icon in taskbar 4:20PM
" Animated tray icon in taskbar BT 420PM

Reset Devices I www.svnaptics.com

[ ok J[ cnoel ]

5. Uncheckrwo-Finger Scrolling Figure 22. Properties for Synaptics TouchPad

6. ClickClose and then cliclOK

7. IntheMouse Propertiesvindow, clickApply.
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How to Disablautomatic Volume Reduction

A feature in Windows automatically lowers or mutes the volume of some apps if Windows detects au
recording. This section describes howdieable automatic volume reduction.

1. Open theStart Menu

2. Open theControl Panel

3. SelectSound TheSoundwindow will open.
4. Select theCommunicationgab.

5. .8 RSTldA dx GKS 2LIA2y (G2 awSRdz0S (KS @20
nothing.

6. SelectOK

Howto Run NVDA Screen Reader 2018.1.1 with Take a Test App

Users running the Take a Test app and NVDA screen reader version 2018.1.1 at the same time on
Windows 10 and 10 in S Mode with RS v1709 and v1803 are experiencing tleeTesteapp crashing
before a test is started. To keep the Take a Test app from crashing while running the NVDA screen
reader 2018.1.1, you should update Windows 10 and 10 in S Mode to at least RS v1809. Windows
Updates can be accessed through the Corfahel

1. Open theStart Menu. Figure 23. Windows Update

» Control Panel » All Control Panel ltems » Windows Update

2. TypeWindows Updatein the search chari "

and hit enter. ThaVindows Update i 2
<

window appears.

Checking for updates.

3. SelectCheck for Updates

4. Selectinstall Updatego install all availabl
updates.
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How to View the Windows Taskbar in Permissive Mode

In Permissive Mode, the Windows taskbar should appear when a user hovers their mouse pointer ne
the bottom of the screen. In Windows 7 SP1, 8, 8.1, and 10, the taskbar does not appeardeadinten
The following sections describe how to view the Windows taskbar in Permissive Mode by turning off
auto-hide feature in the Taskbar Properties. These instructions differ slightly depending on your vers
of Windows. This procedure must be completeefore the Secure Browser is launched on the student
workstation.

How to View the Taskbar in Permissive on Windows 7 SP1, 8, and 8.1

1. Rightclick on the taskbar. Figure 24. Taskbar and Start Menu Properties
2. ClickProperties TheTaskbar and Start Menu E—
. . . | | Taskbar | Start Menu | Toolbars
Propertieswindow appears. (Sefeigure24.) | ) S
Taskbar appearance
. Lock the taskbar
3. Uncheck theAuto-hide the taskbarcheckbox.
[Juse small icons
4. CIICkOK Taskbar location on screen: [Eottom vl

Taskbar buttons: IAIways combine, hide labels vI

Notification area
Customize which icons and natifications appear in
the notification area.

Preview desktop with Aero Peek

Temporarily view the desktop when you move your mouse to the
Show desktop button at end of the taskbar.

Use Aero Peek to preview the desktop

How do I customize the taskbar?

How to View th€&askbar in Permissive Mode on Windows 10

1. Rightclick on the taskbar. Figure 25. Taskbar

2. ClickProperties TheTaskbarwindow appears. | & - Taskbar
(Seekigure25.)

3. ToggleAutomatically hide the taskbar in
desktop modeto Off.

4. Close theTaskbarwindow.
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Appendix AChange Log

Change

Location

Date
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